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and language features of latest Delphi IDE versions. NG
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What's new

2020

e New authentication handlers:

o New task dialog based UI with "Authorize..." button

o System browser authentication with redirect to localhost URLs. System browser usage, as
opposed to built-in web-view (TwebBr owser ), is now required by Google.

o Local HTTP server support to accept authentication localhost redirects with automatic

selection of available port.

Nice response HTML with the message and check-mark icon.

Special support for localhost redirect URLs allowing to specify auto-port, like
"http://localhost:[port]" or explicit port - "http://localhost:[80007]". "127.0.0.1" is also supported.
API-Explorer:

Colors improvement. Especially for dark IDE theme (Delphi 10.3 and higher).

Search/filtering in services and operations lists.

Minor bugs fixing in API-Explorer.

2018

e Package has been fully re-designed. More formal way of implementing REST services has been
implemented.

¢ New advanced API Explorer tool has been provided, which can be used directly inside Delphi IDE at
design-tim, and allows to test and learn REST services quickly and intuitively, without writing code.

e Supported service list has been changed. Please read here about currently supported services.

e Package now tries to provide most complete REST service wrappers. REST services are
implemented "as is", much closer to original services structure. Service operation list, requests
parameter list, resulting data format - all are quite similar to the original services structure,
provided by respective vendors.

o New formal type system for data types and requests parameters: supports primitive, list, map and
objects types. As well, special types for uploading and downloading stream data is provided.

o All types are nullable, which allows to support dynamic nature of the corresponding REST services.
Developer can always specify only required request parameters, and as well, can detect, which
data properties has been really returned from the server.

e New EHt t pError exception class is used to report HTTP exceptions, which provides access to
St at usCode, St at usText and extended Err or | nf o text, returned as a HTTP body.

Please read here about new package architecture.
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Overview

LMD NG ConnectionPack is a part of Next Generation (NG) package suite. All these packages are
based on new IDE and language features of latest Delphi IDE versions. NG ConnectionPack provides
the ability to access to Web based services (REST services), such as cloud storage services.

The first thing required to connect REST services is to register your application. This is usually done
by creating an account in the developer's zone of the corresponding service provider web site, and
then filling the application description data, such as the Name, Logo, and some other parameters. As
a result you'll get application's Cl i ent | D and Secr et codes. Provided Cl i ent | Dand Secr et values
should be copied into corresponding properties of the NG ConnectionPack components. More precisely
the registration process is described in Application Registration section

After you've got your cl i ent | D and Secr et codes NG ConnectionPack components will be able to
connect to the corresponding REST services. However, application's end-users are also required to
authenticate themselves in the corresponding services. This process is called authentication, and
performed using modal dialog, where the corresponding REST service login page is shown to the
user along with your registered application name, logo and required access rights. After successful
user login, the service provides so called access_t oken (and some other info), which is used
subsequently to sign Http requests.

Its important to note that returned authentication info can be stored and loaded using SaveSt at e and
LoadSt at e methods, and its strongly recommended to use there methods to persist authentication
info between your application runs. First, this will prevent the user from logging in each time your
application run. Second, for some services there is an explicit limit of tokens, which can be returned,
and thus the requirement of storing authentication info between application runs are stated explicitly
in the service's documentation. Current access token can be reset using Reset Token method; the
user will be forced to re-authenticate after token reset.

NG ConnectionPack shows authentication dialog as required on demand; there no way to show login
dialog explicitly, but you can always check that the authentication info is Ok, using Ref r eshAccess
public method. Look at Authentication section for further description.

After successful user authentication, real features of the services become available to the application.
Here its important to note that NG ConnectionPack components implementgate-/ess  wrappers for
corresponding REST services. Components do not store internally any returned data, such as file
objects or calendar events. On each request new set of objects will be returned. Most of such objects
are really implemented as Delphi records (thanks to Delphi new language features, which allow the
records to have properties and methods); so, the memory management is mostly automatic. Look at
State-less and Memory Management section for more info.

NG ConnectionPack ships with visual tool, called API Explorer, which accessible at design-time via
Delphi's Tools menu sub-item or as a component editor for NG ConnectionPack components. API
Explorer provides an easy and intuitive way for REST operations execution, including uploading and
downloading data without code writing. Its a great tool for test purposes and services understanding.
Please read here.

Note: Starting from 2018 release NG ConnectionPack has been almost fully re-designed. The
packages no longer provide unified interface for cloud storage components. Instead we've
concentrated on the formal way of implementing REST services, which allow to provide most
complete functionality for each service, with API structure, closely related to corresponding services
API and documentation. For more information about package architecture please look here.

Components

© 2020 LMD Innovative
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NG ConnectionPack include many service components, accessible from the Delphi's component palette
at design-time. The list of supported services is big, and following only some examples are
represented:

e TNGDr opbox

e TNGBoxNet
e TNGGCal endars, TNGGDrive, TNGGMail, TNGGPeopl e, TNGGSheets, TNGGTasks, ect.

« Full service list along with descriptions and documentation links is provided in Service List topic.

Each component is a descendant of TNGRest Ser vi ce base class, which offers application settings
management, authentication/token management and access scopes management.

Otherwise, each component have its own public interface, which is closely related to the
corresponding REST service APL Its a good idea to read corresponding REST services API
documentation to understand its methods and related data structure; we cannot provide the
documentation for each service, because of big amount of services and its methods/data.

Features

Following is a short feature list of NG ConnectionPack package:

¢ Provides most complete state-less support of various REST service APIs.

¢ Provides OAuth 2.0 authentication dialog, along with a custom auth-UI interface for building
application specific authentication dialogs.

¢ Provides API Key authentication method for Google services.

o Allows to store/load/reset authentication state to prevent explicit user authentication each time
application starts.

¢ Provides a smart memory management model, simplifying the package usage.

¢ Provides grouping capability, which allow to implement a single authentication into a group of
services of the same vendor (specifically - for Google services).

© 2020 LMD Innovative
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Package Architecture

Components

NG ConnectionPack installs components into Delphi Component Palette, where each component
represents a single REST service. All components are descendants of TNGRest Ser vi ce base class.
Base class provides common public interface for application setup, authentication and token handling.

TNGRestService Base Class

The following properties are used to make initial application setup:

ClientID

Secr et

Redi rect U
r

Scopes

This property should be set to the corresponding client id of the registered application.

This property should be set to the corresponding client secret code of the registered
application.

This property has a default value for some services, which should not be changed in
most cases. But, unfortunately, some service vendors does not provide a default
redirect page, so its user's responsibility to provide one. For example, for TNGBoxNet
tests and demos we've used https://blank.org publicly available site.

This property is can be used to setup access scopes. Scopes property has initial
default value, so specifying scopes is optional. Also Set Def aul t Scopes method can be
used at run-time to reset scopes list to its default value. Changing Scopes property at
run-time can reset current access token.

The following properties and methods can be used to handle authentication token:

Ref reshAc
cess

Reset Toke
n

SaveToken
LoadToken
Token

TokenScop
es

Refresh

Expires

OnTokenCh
anged

Checks, that the current access token is exist and is not expired. Access tokens have
limited live time, so they should be refreshed from time to time. NG ConnectionPack
do this automatically, so, usually, there no need to call this method explicitly. Also,
note, that this method does not guarantee that the subsequent REST API call will
succeed, but, usually it will. Read more here.

Clears existing access token. The method can be used to "log out" current user, and
subsequently, the user will be forced to re-authenticate.

Save current access token and related information to stream or file.
Load access token information from stream or file.
Provides read-only access to current access token value.

Provides read-only access to scopes with which current access token is compatible.

Provides read-only access to current refresh token value.

Provides read-only access to the date-time point, when current access token will
expire.

The event is fired when the user is re-authenticated or access token refreshed using
Ref reshAccess or Reset Token methods or, implicitly, as a result of calling REST API
function.

REST Operations

© 2020 LMD Innovative
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Rest operations are implemented as component public methods, which return corresponding request
objects. For example:

var
rg: TNGGDrive. TLi stFil es;
I st: TNGFil eList;

begin
rg := NGGDrivel.Files_List;
rg. 'trashed=fal se');
I'st := rq. Execute;

end;

Here Li st Fi | es is @ REST operation, which correspond to Google Drive APIFil es. Li st. The
method is a public method of the corresponding TNGGDr i ve component class, which returns

TLi st Fi | es request object. TLi st Fi | es request type is declared as a nested type inside the parent
REST service component class, and so should be referenced in custom code as

TNGCGDr i ve. TLi st Fi |l es.

Request object contains builder methods, which correspond to REST API parameters, and allow to
setup REST request. Please note, that some parameters can be optional, while other are mandatory.
Request object parameters are then converted to parts of the HTTP request URL, URL query
parameters, HTTP request headers, or HTTP body. For example, Q method has been used above to
specify file search query. Builder methods has been specially designed to shorten request
configuration code, and always returns Sel f (request). So, the example can be re-written in @ more
compact way:

var
I st: TNGFil eLi st;
begin
Ist := NGGDrivel.Files_List
. 'trashed=fal se')
. Execut e;
end;

Builder methods only allow to set request parameters, there no ways to retrieve values of specified
request parameter back.

To send request to REST server and execute it, each request object declare Execut e method. The
method returns operation results data, which is of type TNGFi | eLi st in above example.

Data Types

As described above REST operation methods return request objects, and, as well, request Execut e
methods return resulting data. NG ConnectionPack has its own formal way of describing structure of
request object builder parameters and returning resulting data. Usually, a lot of data types are
declared in addition to a service component class. Above example uses TNGFi | eLi st data type,
which is a collection of file objects returned from Li st Fi | es operation. The following type kinds are
supported by NG ConnectionPack data type system:

NGSt ri ng
NGl nt eger
NGl nt 64
NGBool ean
NGFI oat
NGDat eTi ne
NGDat e
NGUpl oad
NGDownl oad
NGLi st <T>
NGMap<T>

© 2020 LMD Innovative
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e NGObj ect

Primitive types, such as NGst ri ng and NG nt eger represents individual primitive values, such as
object property or array element values. The main difference between corresponding Delphi primitive
types is that NG ConnectionPack values are nullable, which is described below in more details.

NGLi st <T> template type allow to declare collection like type of any primitive, map or object
elements. NGvap<T> template type allow to declare a dictionary of values of type T with string keys,
which is used in some services to decode JSON object values; for example, a collection of colors in
Google Calendars APIL. NGObj ect type is a base class for object like values, which have predefined
typed set of properties. NGUpl oad and NGDownl oad types are special types for performing stream
based data uploading and downloading.

Nullable Types

Primitive types are nullable; they can store special "null" value, which should be treated as undefined
or unspecified. The rationale of having nullable types is:

Starting from 2018 release NG ConnectionPack introduce REST services "as is". Component set of
operation methods are closely related to the corresponding REST service API operations, as well, as
operations parameters and resulting data structure. This way we provide most complete
implementation of REST services. However, we cannot test, even theoretically, all possible
combinations of requests parameters and returned data. So, its impossible to decide, which
parameter can be omitted in request or which property can be unspecified in operation result data.

So, nullable types allow to omit request parameter or a property in an object request parameter,
which is very important in REST services, due to its very dynamic nature. As well nullable types allow
to know for the user, which properties was really returned in a resulting data object.

Most types, except NGObj ect , are really implemented as smart records in Delphi, which are records
types with properties, methods and overloaded operators. NG ConnectionPack types support the
following interface, which relates to nullablity concept:

HasVal ue | The function allows to determine whether the variable or property has assigned a
value of its null (undefined). Trying to read value from null (undefined) variable, will
raise an Exception.

Set Nul | The function allow to clear value from variable or property; after that HasVval ue
function will return Fal se.

I'mplicit | Implicit cast operator from special TNGNul | Type type. Works just like Set Nul |
function. TNGNul | Type type is simple an enumeration with a single declared value
NGNul | .

Examples:

var
v: NG nt eger;

Check, whether the variable v has value inside:

if not v.HasVal ue then
ShowMessage('v is null');

Clear variable v value using implicit operator and special value NGNul | (which is of TNGNul | Type) :

v := NGNull;

© 2020 LMD Innovative
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Primitive types

Primitive types, like NGSt ri ng or NGl nt eger can store simple values of corresponding Delphi's
primitive types. Primitive types provide declare the following public interface:

HasVal ue | HasVal ue and Implicit cast operator from TNGNul | Type - nullablity handling function,
as described above.

Val ue Read-only property which allows to read the corresponding value stored in variable or
property. If the variable has no value, exception will be raised.

Val uedr D | The function returns either stored in a variable value, or, if variable stores no value,
ef aul t default value.

I'mplicit | Two implicit operators for converting from/to corresponding Delphi primitive type.
Read operator will raise exception, if a variable has no value, just like val ue function.
Write operator always succeeds.

Examples:

var
v: NG nt eger;

Convert some integer number to NGl nt eger type using implicit operator and assign the resulting
value to v:

v 1= 7,
Read variable v value using val ue property or implicit cast operator:

v. Val ue;
v, // lnmplicit conversion.

X
X

Read variable v value using val ueOr Def aul t method:
x := v.ValueOrDefault(7);

In some cases Delphi compiler will not deduct that implicit conversion to base primitive type is
required. This can happens while overloaded methods resolution or in some build-in binary operators.
To workaround such cases, in addition to val ue property shown above, explicit type conversion can
be used:

SomeMyProc( 1 nteger(v));
Type "any"

Type NGAny can represent a values of any supported in JSON type, like string, number, boolean, array
or object. The support of any type in NG ConnectionPack is limited, and its value can be read/written
as pure JSON string only. This JSON string is injected into requests "as is" without any validation.

HasVal ue | Hasval ue and Implicit cast operator from TNGNul | Type - nullablity handling function,
as described above.

Json Read-only string property which allows to read the corresponding JSON value stored in
variable or property. If the variable has no value, empty string is returned.

FromJson | Static function, which allow to create NGany values from pure JSON string or from
TNGJIson. TBui | der values. ' nul I* JSON string value is convcerted to undefined

© 2020 LMD Innovative
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NGAny value.
I'mplicit | Several implicit cast operators are provided for converting from Delphi primitive type,
like strings, numbers, booleans, dates or date-time values.
Examples:
var

v: NGAny;
Convert some values to NGany type using implicit operator and assign the resulting value to v:
7.

"ny string value';
True;

v o
Vv o
v o

Read variable v value using Json property:

json := v.Json;

Lists

Lists, which are collections of objects or primitive values are represented by NGLi st <T> template
type. Some nullable underlying type, such as NGSt ri ng or NGFI oat should be used as a T parameter
value. For simplicity lists are not nullable. They can only be empty - contains no items. List instances
are auto-initialized, including object properties and list/map items of NGLi st <T> type; so lists usage
is very simple:
var

obj : TNGSonmeDat aObj ect ;
begin

obj . Li st Prop. Add(7);

obj . Li st Prop. Add(9);

end;

In case of list of objects there no need to destroy object item values, because the values are owned
by the parent list instance and will be automatically destroyed with it.

List declare the following public method and properties:

Add( Val ue: | Method adds new value to the list.

m
Del et e( Al nd| Method deletes list item at Al ndex index. Since memory management is mostly
FX; ) automatic in NG ConnectionPack, there no need to dispose deleted item value
nt eger
Cl ear Method removes all existing items from the list.
Count Read-only property, which provide access to list items count.
Hi gh Read-only property, which is equal to Count - 1, and works similar to Delphi's

standard Hi gh function.
I'tens[ Al nde| Property, which provides access to list items.

X:
Integer]: T

Examples:

© 2020 LMD Innovative
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var
a: NGLi st y<NGl nt eger >;

Add new item to the list:
a. Add(7);
Iterate item elements:

sum : = 0;
for i := 0 to x.Hi gh do
Inc(sum ali]);

Clear items variable:

a. Cl ear;
Maps

Maps implements a dictionary concept with string keys. Maps are similar to objects, however, unlike
objects, which provides predefined set of properties of different types, maps allows to have dynamic
set of properties of the same type. Maps are useful in some cases to represent JSON data that need
to be sent or received from REST service. One example of maps usage is a collection of colors in
Google Calendars service, where element keys represent color names, and element values represent
HEX color values.

Map are represented by NGMap<T> template type. Some nullable underlying type, such as NGSt ri ng
or NGFl oat should be used as a T parameter value. For simplicity maps are not nullable like lists.
They can only be empty - contains no items. Map instances are auto-initialized, including object
properties and list/map items of NGMap<T> type; So maps usage is very simple:

var
obj : TNGSomeDat aObj ect ;
begin
obj . MapProp[' MyKeyA' ]
obj . MapProp[' MWKeyB' ]

end;

In case of map of objects there no need to destroy object item values, because the values are owned
by the parent map instance and will be automatically destroyed with it.

Maps declare the following public method and properties:

Remove(AKey| Procedure deletes map element with Akey string key. Since memory management is
string) automatic in NG ConnectionPack, there no need to dispose deleted element.

Cont ai nsKey| Function determined, whether specified element with specified Akey key is resided

(AKey: inside map.

string)

Keys: Function returns Delphi's array of keys, contained in map.
TArray<stri

ng>

Cl ear Method removes all existing elements from the map.

Count Read-only property, which provide access to maps's element count.

© 2020 LMD Innovative
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I'tems[ AKey: | Property, which provides access to map elements.
string]: T

Examples:

var
m  NGVap<NG nt eger >;

Add new or replace existing element in map:
' MyKey'] = 7;
Iterate map elements:

keys := m Keys;
for i := 0 to High(keys) do
begin

elem:= ni{keys[i]];

end;
Clear map variable:

m Cl ear;

Objects

Objects provides predefined set of properties of different types. Unlike maps and arrays, which are
template types, objects are pre-declared types in NG ConnectionPack. NG ConnectionPack contains a
lot of pre-defined data objects types, since each REST service require quite various data for different
operations. Unlike other types, objects are implemented in Delphi using Delphi object types, so,
explicit destruction is required for object instances in some cases. The nullability of objects is
supported via standard Delphi ni I concept. Data object types declares parameter-less constructor,
which should be used to create object instances:

var
0: TNGSoneDat aObj ect ;
begin
0 : = TNGSoneDat aObj ect . Cr eat e;
try
finally
0. Free;
end;
end;

Object properties of object types (child objects) are owned by the parent object instance and will be
automatically destroyed with it:

var
0: TNGSoneDat aObj ect ;
begin
0 : = TNGSoneDat aObj ect . Cr eat e;
try
0. Obj Prop : = TNGOt her Dat aObj ect . Cr eat e;
0. Obj Prop. X := 7;
finally

o.Free; // o.0bjProp instance is automatically destroyed here.
end;
end;

© 2020 LMD Innovative
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Objects declare various read-write data specific properties; for example, TNGFi | e object type
declares a lot of supported by Google Drive API properties, such as | d, Nane, Si ze, ect.

Object properties are undefined (null) by default. Internal implementation does not store underfined
properties, and this is another implementation aspect, which allow NG ConnectionPack to provide
most complete REST services implementation, because, usually, rest data is quite big and represents
a lot of properties. For example, TNGFi | e data type declares 51 property.

Examples:
var
0: TNGFi |l e;

Create new object instance using default constructor:

0 := TNGFil e. Create;

Assign values to object properties:

o.id = '234234234";
o.Nane := '"MWyFile.txt";
0.Size := 1024;

Destroy object variable:

o. Free;

Upload and Download

When REST service operation is intended for data uploading, its request object have a builder method

with a parameter of NGUpl oad type. For example, request object of TNGGDr i ve. Cr eat eFi | eUpl oad
operation have Dat a( Val ue: NGUpl oad) method, which allows to setup uploading data:

var
upl : NGUpl oad;
fl: TNGFile;
begin
upl . Stream : = MyReadDat aStream
fl := NGGDrivel. Files_CreateUpl oad
. Data(upl)
. Execut e;
end;

NGUpl oad type declares the following properties, which allows to setup data stream:

Stream | Property allows to specify data to be uploaded as a standard Delphi's TSt r eamobject.
The content of this associated stream will be read during REST operation execution. To
read whole stream NG ConnectionPack will first reset stream's position to point to the
beginning of the stream. Non nil value for st r eam property is required to be specified.
Otherwise an exception will be raised during operation execution.

M meTyp| Property allows to specify data mime type. This property is optional for some operations,
€ but required for others. As well, operation can use some predefined default MimeType,
if its not specified in NGUpl oad object.

For downloading data NGDownl oad type can be used. Its generally similar to NGUpl oad type. And its
also provide st r eam property, which in this case should be set to reference of Tst r eamobject, which
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will receive data during operation execution. As well, for download operations, request Execute
method takes NGDownl oad object as a parameter:

var
dnl : NGDownl oad;
begin
dnl . Stream : = MyWiteDataStream
NGGDr i vel. Fi | es_Get Downl oad
. Execut e(dnl);
end;

Please note, that big data download is performed incrementally, using several underlying network
messages. So, a network failure error can occure, somewhere in the middle of downloading process,
when some downloaded data has been already written into the stream.

Associated TSt r eamobject is not owned by NGUpl oad or NGDownl oad objects, and so, need to be
destroyed eventually after operation execution.

The rationale of using distinct NGUpl oad and NGDownl oad types instead of simple Delphi's TSt r eam
type is:

e First, NGUpl oad and NGDownl oad types are smart records, just like any other data types in NG
ConnectionPack.

e Second, NG ConnectionPack types provide some additional interface, such as M meType property in
NGUp! oad type; and more properties can be added in future.

Exceptions

Among other possible exceptions, NG ConnectionPack declare two additional exception classes:

EHt t pEr | Exception is raised when HTTP requests return error status codes, such as 4XX codes.
ror Exceptions of this type provide extended information about the error, such as
St at usCode, St at usText and Error | nf o text.

EHttpCl | Exception is raised when some system error occures while executing HTTP request,
Ient such as WInAPI error, ect. In such situations HTTP request may even not be executed
yet, so, no extended information from the server is available.

EHt t pError public interface:

Message| Standard Delphi property, inherited from TExcepti on class. Message property value
contains St at usText ; as well, if EHt t pErr or . Short For mat class propertry is set to
Fal se, extended Error I nf o will be added to Message property value.

ShortFo| Class level (static) property, which determines, whether extended Er r or I nf o should be
rmat added to Message property value.

StatusC| Property provides access to HTTP status code.
ode

StatusT| Property provides access to short HTTP status text.
ext

Errorin| Property contains extended information, returned as a HTTP body. Usually, this
fo information is a JSON object with error description. The format of JSON information vary
in different services, so we provide the text as is, without any attempt to parse it.
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API Exp

lorer

NG ConnectionPack provides visual tool, called API Explorer, which allows to test all supported
services, by executing corresponding REST operations. API Explorer can be used directly inside Delphi
IDE. API Explorer window can be shown by clicking on the corresponding menu item in Tools main

Delphi menu:
Component Tools Window Help - |Defaultlayout w “ &
» ~ @ |Y Options.. - &
%2 [ @ ngcomn &  Template Libraries... L Hetp | SN
Pattern Crganizer...
derData;
% Web App Debugger
% Build Tools... Lliame, A%
) ) nilder;
A Documentation Insight Express g ng:
Configure LMD VCL Options... A TBytes
LMD-5criptPack Batch Import...
MG-ConnectionPack AP| Explorer . TEuilde
,._;% Configure Tools...
Cuality Central T
VCL Style Designer
AML Mapper Eon) :
CodeGuard Configuration

PHTTERETHOT — THETORETHO;

Interface overview

The main page of API explorer window shows supported services list:
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[ﬁlngmmmcn @NG.Connecﬁnn.Daiﬁ @NG.Connecﬁon.th:l NG-Connection API Explorer @NG.Ccnnecﬁnn.GnogleD B w53

_ —
Services —
—

MNG-ConnectionPack service classes

THGGPeople Provides access to information about profiles and contacts.
THGEGEMail Access Gmail mailboxes including sending user email.
THGGTasks Lets you manage your tasks and task lists.
THGGCalendars Manipulates events and other calendar data.

THGGEDrive Manages files in Drive including uploading, downloading,

searching, detecting changes, and updating sharing permi...

THGGSheests Reads and writes Google Sheets. v

MNG-Connection API Explorer

Double clicking on the service item will navigate to Service's page, where its operation list is shows:
@ngmmmnn @NG.Connecﬁnn.Da'ﬁ @NG.Cnnnecﬁon.th:l MG-Connection API Explorer @NG.Connecﬁnn.GoogleD w83

—
( Services = THGGDrive —
—

Authentication options ™

Confaured
Wl (=

TNGGDrive operations

GetAbout Gets information about the user, the user's Drive, and
system capabilities.

GetChangesStartPageToken Gets the starting pageToken for listing future changes.
ListChanges Lists the changes for a user or Team Drive.

WatchChanges Subscribes to changes for a user.

StopChannel Stop watching resources through this channel.

ListFiles Lists or searches files. w

MG-Connection API Explorer

Double clicking on operation item will navigate to operation execution page:
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@ngcommon @NG.Connecﬁnn.Da'ﬁ @NG.Connecﬁon.th:l MG-Connection API Explorer @NG.Cnnnecﬁnn.GoogleD e 83

( Services = THNGGDrive > GetChangesStartPageToken —
—

Authentication options
Configured

Request

teamDriveId: walue

supportsTeamDrives : wvalue

Execute

MNG-Connection API Explorer

Dark theme:

Welcome Page Unitl ® NG-Connection APl Explorer

< Services > TNGGDrive > About_Get

About_Get

s inforr out the user, the user's Dri

shortcuts info

Maodified

On this page, operation request parameters can be set up and the operation can be executed. After
operation execution, the resulting data will shows at the bottom of the page. If operation execution
fails, an exception information will shows instead. Please read below about request editor usage.
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Authentication options
Before any of REST operation can be executed, authentication options should be specified for the
corresponding service. As can be seen from above images, the link to authentication options page is

shown at the service page and, as well, at operation execution page. Clicking on the link will navigate
to service options page:

[} ngcomman @NG.Connecﬁon.DaE @NG.Connecﬁon.Htﬂ: NG-Connection APT Explorer @NG.Connecﬁon.GoogleD e 23

( Services > THGGDrive > GetChangesStartPageToken > Options —
—

Service options

Client ID
| |

Secret

Redirect URL

|urn:ietf:wg:uauth:z.tl:uub ‘

Scopes
https://wwwi.googleapis.com/auth/drive (default)

[ https://www.googleapis.com/auth/drive.readanly "
MG-Connection API Explorer

ClientID and Secret codes of the service should be set to appropriate values, as well, as Redirect URL.
Please read more here. Scopes can be also adjusted. Option parameters are stored in Windows
registry along with current access token, so there no requirement to logging in every time.

Request Editor

Request parameters on operation execution page are shows with JSON like syntax in a special editor

control:
Request
{
teamDriveld ralue
supportsTeamDrives ralue
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The editor allows to overview provided request parameters and edit their values. Unspecified (null)
properties are shows in gray color. To provide a value for primitive property, just click on the val ue
text and type the value in shown in-place editor. To provide a value for array, map or object
properties, select property line and press Insert button, or double click property line; array, map or
object instance will be created as a result. To clear property value, select property line and press
Ctrl+Delete key.

Since data objects usually declare a lot of properties, unspecified (null) properties is not shown by
default. However, initially, unspecified (gray) properties are shown for root request object itself. To
show unspecified properties, Insert Mode should be activated for this object:

e Select the line, after which unspecified properties need to be shown. This can be one of already
object property line or the beginning line of the object itself. Press Insert key or double click object
beginning line to show all unspecified properties after selected line.

¢ Select the line, before which unspecified properties need to be shown. This can be one of already
object property line or the ending line of the object itself. Press Shift+Insert key or double click
object ending line to show all unspecified properties before selected line.

o After editing values of requires properties press Escape key to cancel Insert Mode and hide all
unspecified properties; now configured request parameters can be seen in a more compact way.

Insert Mode should be turned on for each object separately. However, Escape key turn off Insert
Mode for all objects at once. Insert Mode example:

{
id: 0O

permission: {

id: 0

allowFileDiscovery ralue
role ralue

domain ralue

type : wvalue

photoLink ralue
teamDrivePermissionDetails array
displayName ralue
emailfddress ralue

kind ralue
expirationTime ralue

Compacted mode, with hidden unspecified properties look like:
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id: 0
permission: {

id: 0

The editor supports NG ConnectionPack all data types. Numbers and string values can be entered as
usual, Bool ean values support True and Fal se string literals, and as well can be specified as 0 or 1
numbers. Date and Date-Time values should be specified according to ISO 8601 format, like 2018-
01-01T712: 00: 00Z. Upload and Download values are handled in a special way, please read below.

Upload and Download

If an operation require to upload stream data, its request object declares property of NGUpl oad type.
For example, dat a property in TNGGDr i ve. Cr eat eFi | eUpl oad operation request. In API explorer this
property is shows as a single line, where uploading file path should be specified. As well, double
clicking on the line, will show standard Open file dialog:

{

data: c:\MyFile.txt

If an operation requires to download stream data, its request's Execut e method takes NGDownl oad
parameter. In API Explorer, special text editor will be shown after request parameter editor to specify
file path for downloading into:
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Request

id: 63456345

Download to file

c:\MyFile.bd

Clicking on select file label will open standard Save file dialog.

Currently, uploads and downloads can be performed only from/to files; there no other built-in content
editor. However, downloaded file can be easily opened in Windows File Explorer, using the

corresponding button, which will appear after successful operation execution.

Exploring User Components

API Explorer also allows to explore user's components, which are components, placed on the form or
data-module at design-time. This feature allows developers to test REST API with already defined in
Object Inspector application settings: Cli ent 1 d, Secret and Scopes. This can be done by right-

clicking the component icon and selecting Show In API Explorer menu item:

Show in APl Explorer

Edit

Control

Position
Flip Children
Tab Order...
Creation Order...
Revert to [nherited
Add to Repository...
View as Text

~ Text DFM

RSN EOl =55

After that, the component will be added to API Explorer services list, so its operations can be

executed:

© 2020 LMD Innovative



API Explorer 31

(@ ngcommon | £ NG.Connection.Data | £ NG.Connection.Http | & NG.Connecti © & = 2

_ —
Services —
—

Resent user components

@ Manages files in Drive
including uploading, do...

NG-ConnectionPack service classes

THGGPeople Provides access to
information about profil...

THGGEMail Access Gmail mailboxes
including sending user ...

THGEGTasks Lets you manage your
tasks and task lists.

API Explorer does not remember users components list, so, the component reside in the list only until
its parent form is not closed in IDE or the component is removed from the form. Also, in current
version, API Explorer does not save access token for user's components.
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Your First Application (Google Drive)

This topic describes creation of a very simple application, which will show Google Drive user's file tree
in TMemo control. The topic is written for new NG ConnectionPack users, and the application is
simplified as much as possible. For more advanced, real-world apps, please refer to NG
ConnectionPack demos.

1. General Google Drive Access

First of all, please make sure that you have Google account, and can access Google Drive via its
primary web interface:

https://drive.google.com

& connection - Google Dri X

<« C | & Hapewnwid | https://drive.google.com/drive/u/0/folders/0B9tvBcEIUYSEWG... T ﬂt

Google Drive Q' Search Drive

m My Drive > connection ~

> My Drive Name -} Owner

b connection
. B nNGConnection.der me

~ [0 Computers
B NGConnection_derre me
.  Shared with me

NG.Design.Connection.ScopesEditor.pas me
® Recent

B NG.Design.Connection.ScopesEditar.dfm mne

For testing purposes please make sure, that some files are available in your Google Drive. We
uploaded NG ConnectionPack sources, for example.

2. Registering your Application

Please follow the procedure, described in Google Registration topic. Don't forget to enable Google
Drive API:

Drive AP 0% m

3. Creating VCL Forms Application
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The next step will be to create new VCL application in Delphi. Run Delphi IDE, create new VCL
application, as usual, and place TLabel , TMenp, TBut t on and TNGGDr i ve components, like shown
below:

) Form3 |- B[]

3
MGGDrive1

We will use the memo to show downloaded files tree, and the label to show downloading progress.
As a result of application registration, performed in the previous step, you received ClientID and
Secret string values. Please copy-paste them to the corresponding properties of NGGDrivel
component using Delphi's Object Inspector:

p'EE Object Inspector 3
NGGDrivel THGGECDrive -
Properties | Events
Clientld 302155007511 -um
Expires 01.01.0100
Group -1
# |Mame MGGDrive 1
Refresh
+l|Scopes [asDrive]
Secret MalbV1pB53jro12!
Tag 0
Token

Double click the button on the form to create its oncl i ck event handler and write the following code
in it:

procedure TFornB. ButtonlClick(Sender: TObject);
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var
I st: TNGFil eLi st;
fl: TNGFile;
i: I nt eger;
begin
FFi | eCount := O;
Label 1. Caption := '"Wrking...";

Label 1. Refresh;

I st := NGCDrivel.Files_List
.Q'trashed=fal se')
. Execut e;
for i := 0 to Ist.Files.High do
begin
fl :=1Ist.Files[i];
Menmol. Li nes. Add(fl . Nane);
end;
Label 1. Caption := 'Done.";

end;

4. Running the Application
Thats all! You can run the application. Since the authentication state is not saved/loaded for
simplicity, the application will ask to authenticate the user at every run. Use your own Google Account

credentials to grant the application rights to your Google Drive data. The application, then will retrieve
full file list of your Google Drive files:

& Form3 = O bt

Daone,

MGConnection_dor.rc S
MGConnection. dar

MG, Design. Connection, ScopesEditor . pas
MG.Design. Connection, ScopesEditor. dfm

MG, Connection. VdaAuth.pas

MG. Connection. VdAuth.dfm

MG.Design. Connection, ApiExploreriiew. dfm
MG, Design, Connection.Register.pas
MiG.Design. Connection. Editor. pas

MG, Design. Connection, ApiExplorerExpert. pas
MG, Design. Connection. ApiExplarerView, pas
MG.Connection. Utils. pas

MG, Connection, ShortoutsInfo.pas

M. Connection. Storage. pas

MG.Connection. Servicelist.pas

MG, Connection.Shell.dfm

Buttonl

Congratulations! You've created your first application, which interacts with web based REST service
via Internet, using LMD NG ConnectionPack components.
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6.1

Application Registration

The first thing required to connect REST services is to register your application. This is usually done
by creating an account in the developer's zone of the corresponding service provider web site, and
then filling the application description data, such as the Name, Logo, and some other parameters.
Some services force to specify more important parameters, such as application type, so called
redirect page, and a set of APIs used.

As a result you'll get application's Cli ent 1 D and Secr et codes. Provided Cl i ent | D and Secr et
values should be copied into corresponding properties of the NG ConnectionPack components.

Its important to note here that the account used for registering the application, and end-user
accounts, which will be used later for authentication - are different. So, if you personally use the
corresponding services, this does not mean that your personal data will be accessible to your
application users.

Provided ClientID and secret values should be considered as a private data of application. So, its not a
good idea to show it to users. Also, note, that usually, service providers allow to register more than
one applications from a single account.

Following is a step-by-step instructions of how to register application in all supported services:

Google Registration (for Google Drive, Google Calendars and Google Tasks)
Dropbox Registration
OneDrive Registration
Box.NET Registration

Google Registration

To register your application for using Google services, such as Google Drive, Google Calendars and
Google Tasks, you need to have a general Google account. Please go to
console.developers.google.com, which is currently looks like this:

) Google Developers Conso % W, |

<« C' M £ htipsy//consoledevelopers.google.com/project

Google +Eugene
O

. e
Projects .
‘ Create Project
o ——
Billing ~ N - -
PROJECT PROJECT ID REQUESTS ERRORS CHARGES
Account settings MNAME

MNeed help?
My Project ecstatic-

Bri &t .
rivacy & terms device-413

Projects pending deletion
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Then, click on Create Project button. The dialog will ask you to enter project's name, and after the
project will be created, you will see the following project's page:

) Google Developers Consc W |

€ =

C' ff @& https://console.developers.google.com/project/bionic-baton-732

o7l »|

Google Developers Consc

< Projects

My Project 1
Overview
Permissions

Billing & settings

APIs & auth
Credentials
Consent screen
Push

Monitoring

Source Code
<«

Project ID: bionic-baton-732
765959211765

Project Number:

Project Dashboard

Boost your app with a
Google API

Use Google APIs with your
app to harness the power of
Google's services and
technologies

Enable an API

Launch click-to-deploy
software

Deploy popular open stacks
on Google Compute Engine
just by filling out a simple
form

Deploy Redis on Compute

—

+Eugene | @
-«

Estimated charges this
month:
$0.00

Spin up a Compute Engine
VM

Get started with Google
Compute Engine by creating
your first VM instance

There two very important things to do here. First, go to APIs section and make sure that required
APIs are enabled. You need to enable "Drive API" to use Google Drive, "Calendar API" to use Google
Calendars, and "Tasks API" to use Google Tasks, for example:

Enabled APls

Some APls are enabled automatically. You can disable them if you're not using their services.

MAME

BigQuery API
Calendar APl
Google Cloud SOL

Google Cloud Storage

QuUOTA

0%

0%

0%

ol
=
I=
=
=
[#5]
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Google
Projects

My Project 1
Overview
Permissions

Billing & settings

APls & auth
APls

Consent screen

Push

Monitoring

OAuth

OAuth 2.0 allows
users to share
specific data with
you (for example,
contact lists) while
keeping their
USernames,
passwords, and
other information
private.

Learn maore

Create new Client ID ’

Second, go to Credentials section and click "Create new Client ID" button to setup authentication
parameters:

In the appearing dialog select "Installed application” and "Other", as shown below, and click
"Create Client ID":
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Create Client ID

APPLICATION TYPE

Web application
Accessed by web browsers over a network.

Service account
Calls Google APIs on behalf of your application instead of an end-user.

®) Installed application

Runs on a desktop comp#er or handheld device ({like Android or iPhone).

IMSTALLED APPLICATIOMN TYPE
Android Learn more
Chrome Application Learn more
i0S Learn more

PlayStation 4

Create Client ID Cancel

As a result you will get a Client ID and Secret values:

0OAuth Client ID for native application

OAuth 2.0 allows

users to share CLIENTID .
specific data with
you (for example,
contact lists) while
keeping their CLIENT SECRET

USErnames,

passwords, and REDIRECT URIS urn:ietfwgroauth:2.0:00b
other information http://localhost

private.

Learn maore Reset secret Download JSOM Delete
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6.2

Please copy these values to the corresponding NG ConnectionPack components properties. As you can
see from the description above there no need to create distinct projects for each of supported Google
services, the same project can be used. You just need to enable corresponding APIs.

Note: Some time ago Google prohibits authentication using contained web view (TWebBr owser ),
because of security considerations, so, only system browser based authentication will work. As a

result, only localhost based redirect URL can be specified in application's settings, like described
in Authentication section.

Dropbox Registration

To register your application for using Dropbox service you need to go to dropbox apps console
following this link: www.dropbox.com/developers/apps. Currently console looks like this:

£3 App Console - Dropbox %

€« = C f @O https///www.dropbox.com/developers/apps 7 2| =

Eugene Balabuev ¥

Your apps (s

The Dropbox Platform gives you effortless access to hundruilding a server-based app

2

Developer home
App Console ) : ) §
PP with the Cora AP, syncing structured data with the Datastgou’ll need to create an
Browse datastores app to integrate with Dropbox.
Drop-ins

Datastore AP [ ] Balabuev_TestApp

Sync API Status Development

Core API Permission type Full Dropbox
Webhooks

Developer guide

Branding guide

Click "Create app" button and set the options as shown in the following pictures.
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VWNat type oT app 4o you Want to creaters

= &y Drop-ins app Dropbox APl app

hrncar AF ©awar Cure A atactrre AD -
Chooser or Saver Sync API, Datastore API, or

What type of data does your app need to store on Dropbox?

d datastores

Datastores only
Can your app be limited to its own folder?

Yes — My app only needs access to files it creates.

My app needs access to files already on Dropbox.

What type of files does your app need access to?

Specific file types — My app only needs access to certain file types, like text or photos.

® All file types -3 My app needs access to a user's full Dropbox. Only supported via the Core API.

Provide an app name, and you're on your way.

My New App|

Click "Create app" button to submit. After the application has been created you will be redirected to
the application details page. Its recommended to use "http:/ /localhost" as a Redirect URI with
system browser based authentication UI (see here).
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Permission type Full Dropbox
App key
App secret
OAuth 2 Redirect URIs
><
https:// (http allowed for localhost) Add
Also, copy "App key" and "App secret" values to Cl i ent 1 d and Secr et properties of the TNGDr opBox
component. Please note, that NG ConnectionPack currently does not support Dropbox datastores.
Also, the component does not support so called "sandbox", which is a private folder (in the user
account space) where application can store its own data; the component only intended to be used for
managing user's files.
6.3 Microsoft Registration

To register your application for using One Drive service you need to go to Microsoft Developer Center.
To do this, please follow the link: https://account.live.com/developers/applications/index. Currently
the page looks like this:

A UERLESa) U L TR W S e I Gl e W A o 3 L o DL R T L3 T T ~ v

Microsoft account Developer Center

Home Myapps Docs Downloads  Support

My applications

Create application

Test App
000000004412D66E
View usage statistics

View Developer Center services status
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Click "Create application" link. In the following dialog, provide a Name for your application and submit
byt clicking "I accept" button.

My applications

Enable your application to use Micros

This site will allow your web-based Android and iOS applications to authenticate users via Microsoft accow

If you want to register an application for Windows 8.1 or Windows Phone 8.1, go to the Windows 5i
Provide the name of your application that users will see.

Application name*

My new App| X

Language™®
|English (United States) V|

Clicking | accept means that you agree to the Microsoft services terms of use. Read Privacy & Cookies.

e

Then go to application's "API Settings" and set highlighted parameters as shown below, and click
"Save" button:
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My new App

Settings
Basic Information

‘ i PI Setﬁn ' Hestrictng:

Y
. L Ye
App Settings
. Root domain:
Localization
Redirect URLs:
Add another redirect URL

3 B

For dient secret and PSID information, select App Settings.

Please note, that you have to set "Mobile or desktop client app" parameter to "Yes". Then go to "App
settings" section, where you'll see application's Cl i ent | D and Secr et values:
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My new App

Settings
i . To protect your app's security, Windows Push Motification Sen,
Basic Information authenticate the communications from your server.
API Settings
. : | Client ID:
IApp Settings|
Localization Client secret (v1):

If your client secret has been compromised or your organizatic
here. After you create a new client secret, both the old and the

Create a new client secret

Note: Please wait 24 hours before you activate your new client
one.

Copy these values into Cl i ent 1 d and Secr et properties of the TNGOneDri ve component.

6.4 Box.NET Registration

To register your application for using Box.NET service you need to go to box's apps console. To do
this, please follow the link: https://developers.box.com and click "My Apps" button at the top-right
corner. Currently console looks like this:
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E Enterprise for Rafael Maric =

€« - C fi 8 httpsy//appbox.com/developers/services

mx DEVELOPERS Rafael Maricca

My Applications

) Applicat
NG ConnectionPack Edit Application £ il

My Application
reate a Box Application

Description Box Content

Add a description
Getting Started
SDKs
Tutorials
AP Reference

Box View

Getting Started
Tutorials
API Reference —

Click "Create a Box Application" link, as shown. In the appearing dialog provide application name and
select "Box Content" option.

Create a Box Application

My New App|

Box Content
Access the ent management features

in the Box Web App and extend them
for use in your own application. Learn More

1 Box View
Convert PDF and Office documents to HTML for
easy display in web and mobile applications.
Learn More

Create Application

Click "Create Application" button to submit. Its recommended to use "http:/ /localhost" as a
Redirect URI with system browser based authentication UI (see here).
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QAuth2 Parameters

client_id: client_id as specified in the OAuth2 spec

client_secret: client_secret as specified in the OAuth2 spec
{leave blank to reset)

H . ...C'.., I'I ne ':'.,C . . I:'\_-'. | ne

redirect_uri: http:/flocalhost redirect_uri as specified in the OAuth2 spec

Scopes: [« Read and write all files and folders Enter the set of scopes you request users to
[] Manage an enterprise authorize for your app

Developer token: You do not currently have a developer Developer tokens allow you to use the Box
token. API to access your personal Box account

Create a developer token

Also, copy "client_id" and "client_secret" values to Cl i ent 1 d and Secr et properties of the TNGBoxNet
component.
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Authentication

Before the user will be able to authenticate himself to the service, you, as a developer should register
your application following the procedure, described in Application Registration section. After that you
should receive two string values: cl i ent | D and Secr et , which should be copied in the corresponding
properties of used NG ConnectionPack components.

Its important to understand that the application registration and end-user authentication are two
completely different things. While registering the application is done via your own developer's account
during application developing, end-user authentication happens at run-time using user's account. And
so, user's authentication, makes user's account resources, such as user's cloud files, accessible from
your application.

Scopes

In addition to cl i ent | Dand Secr et settings, access scopes can be specified using Scopes property.
Access scopes are strings that denote special permissions, which allows your application to perform
some operations with user's data. For example, Google Drive service has full access scope, which
allow to read and write files, and, as well, read-only scope, which allow only read files. Usually
scopes are quite long strings in a form of web links. For example, Google Drive supports the following
scopes:

https://www.googleapis.com/auth/drive
https://www.googleapis.com/auth/drive.readonly
https://www.googleapis.com/auth/drive.appfolder
https://www.googleapis.com/auth/drive.file
https://www.googleapis.com/auth/drive.install
https://www.googleapis.com/auth/drive.metadata
https://www.googleapis.com/auth/drive.metadata.readonly
https://www.googleapis.com/auth/drive.photos.readonly
https://www.googleapis.com/auth/drive.scripts

Several access scopes can be combined to declare functionality, required by application. In NG
ConnectionPack all supported scopes are declared additionally as string constants inside
corresponding service classes. For example, TNGGDr i ve. DRI VE Or TNGGDr i ve. READONLY scopes. As
well, NG ConnectionPack provides special design-time editor dialog for scopes property, which
simplifies scopes setup:
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@ Scopes Editor NGGDrive

LA
]
[=]
=]
(&)
[¥5]

https: ffwww, googleapis. comjauth/fdrive (default)

https: ffwww.googleapis. com/fauth fdrive. readonly

https: ffwww, googleapis. com/auth fdrive,. appfolder

https: ffwww, googleapis. com/auth/fdrive. file

https: ffwww. googleapis. com/authfdrive.install

https: ffwww, googleapis. com/authfdrive. metadata

https: ffwww, gooagleapis. comjauthfdrive. metadata. readanly

https: f/www.googleapis. com/auth/drive. photos.readonly

(N I

https: ffwww, googleapis. com/auth fdrive, scripts W

Restore default scopes Cancel

Please read corresponding service's documentation to learn about supported scopes.

Authentication User Interface

Authentication is performed using special built-in modal dialog, which is shown by the NG
ConnectionPack code on demand. The corresponding REST service login page is shown to the user
along with your registered application name, logo and required access rights. After successful user
login, the service provides so called access_t oken (and some other info), which is used subsequently
to sign Http requests.
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Sign in to Dropbox to link with
Balabuev_TestApp

Forgot your password?

Eugene Balabuev v "

Balabuev_TestApp would like access to the files and
folders in your Dropbox.

=

Access_t oken is used as a session identifier, and usually has a limited working time. This time can
be different in different REST services, usually from 5 minutes to one hour (some services provides
long running access_t oken values, e.g. Dropbox). Working time period is also returned as a result of
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authentication process, and after this period has been elapsed, the token should be reacquired. NG
ConnectionPack do this automatically, without displaying the dialog to the user. To acquire new
access_t oken NG ConnectionPack performs special Htpp request providing so called r ef resh_t oken,
which is also received as part of authentication result.

The process of refreshing token can be repeated almost infinite amount of times. So, the user will be
able to use the application for a long time without re-logging in via authentication dialog. Because of
this, the authentication state should be stored/loaded between application runs. NG ConnectionPack
provides SaveSt at e and LoadSt at e methods, and its strongly recommended to use there methods.

In addition to preventing the user from logging in each time your application there is another
important reason to persist authentication state betwen application runs: for some services the
amount of tokens, which can be returned, is limited, and thus the requirement of storing
authentication info between application runs are stated explicitly in the service's documentation.

Since it hard to predict, when the token will need to be refreshed at run-time, NG ConnectionPack
makes the check before any HTTP request to the service. This implies, that initial authentication
dialog can be shown as a result of such check. So, basically, NG ConnectionPack does not provide a
way to explicitly show the dialog, but instead it provides Ref r eshAccess method, which can be called
explicitly to ensure that authentication state is ok.

If the user closes authentication dialog via standard close button on the window header before the
authentication process finishes (thus canceling authentication), EAbort standard exception will be
raised. This means that the execution of code will be interrupted as with any usual exception, but
there will be no UI error message. Please read about EAbort exception class and the corresponding
Abort procedure in the Delphi documentation.

Its good to provide the possibility for the user to log out explicitly. Reset Token service's method can

be used to achieve this. After Reset Token method call all current authentication information will be
reset, and the user will be forced to authenticate again via authentication dialog.

Built-in Authentication Ul

NG ConnectionPack provides several different built-in realizations of abstract TAut hul class. There
two ways, which differs by features. One of the described below units should be explicitly used in
user's project to enable corresponding AuthUI implementation.

Contained Web View
Units:

e NG. Connecti on. Vcl Aut h. pas (for VCL projects)
e NG. Connect i on. FmxAut h. pas (for FMX projects)

This authentication UI shows modal dialog with the browser view inside. The code is able to intercept
page navigation events, and so, non-localhost redirect URLs are supported. From 2020 version
localhost URLs are also supported in this implementation.

Some time ago Google prohibit authentication using contained web view (TwebBr owser ), because of
security considerations, so, this way will not work with Google services.
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Sign in to Dropbox to link with
Balabuev_TestApp

Forgot your password?

Supported platforms:

¢ Windows
e iOS

System Browser
Units:

e NG. Connecti on. SysVcl Aut h. pas (for VCL projects)
e NG. Connect i on. SysFmxAut h. pas (for FMX projects)

This new (2020) authentication UI shows modal task dialog, which is able to open authentication web
page in system browser. Using system browser, as opposed to contained web view, is the suggested
way of performing authentication due to its higher security level. As well, users often have all
authentication parameters (user names and passwords) pre-saved in the system browser, and so
there no need to re-enter it many times. The code is not able to intercept page navigation events,
and so, only localhost redirect URLs are supported.

pgoogle

G Authorization

Press authorize button to continue authorization process
in system web browser,
Do not close the dialog.

£ Authorize... ” Otmena
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After successful authorization the browser will be redirected to specified localhost address, and built-
in local HTTP server will respond with the following page (text can be localized via resource-strings):

\/ Application authorized

The page can be closed

Supported platforms:

e Windows

Redirect URLs

Redirect URLs to localhost is supported in the following two ways: http://localhost or http://127.0.0.1.
Built-in tiny HTTP server is activated during authentication process to catch redirects to local URLs. Its
port number can be specified in different ways:

¢ http://localhost - (no port number) default 80 port number will be used by local HTTP server.

¢ http://localhost:8000 - explicitly specified port number will be used by local HTTP server.

e http://localhost:[port] - (auto port number) local HTTP server will choose available port
automatically.

So far dynamic port number scheme is supported only by Google services, and in this case redirect
URLs should be specified as follows:

¢ "http://localhost:[port]" - in component's RedirectUrl property.
¢ "http://localhost" - (without port number) in Application Registration parameters.

Custom Authentication UI

NG ConnectionPack provides TAut hul abstract base class for those who want to implement his own
customized authentication user interface. This is an advanced task, and NG ConnectionPack source
code should be used as a reference implementation. After descending and implementing your own
class from TAut hul base class, TRest Servi ce. OnGet Aut hUl Cl ass event should be used to specify,
that your custom class should be used instead of the built-in dialog.

In the case, when several services are connected into a group, which implies a shared authentication
process, the event will be raised for all service components in the group in an unspecified order.
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Google API Key Authentication

Google services provides an additional ability to authenticate using API Key method instead of
described above OAuth 2.0 method. Moreover, some advanced services requires to use this way.
Please read the corresponding services documentation for more details.

NGBeforeOAuth Global Callback

NG ConnectionPack provides NGBeforeOAuth(var Cancel, var Error) global callback, which can be
used to intercept "on demand" authentication. Set cancel parameter to Tr ue to silently cancel
authentication process, and, additionally, Er r or parameter to some non-empty string to raise the
error.
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State-less and Memory Management

NG ConnectionPack components implementgate-less  wrappers for corresponding REST services.
Components do not store internally any returned data, such as file objects or calendar events.

This implies, that on each request new set of data will be returned. Most of such data types are really
implemented as Delphi records (thanks to Delphi new language features, which allow the records to
have properties and methods). However, NGObj ect data values are real Delphi objects and some of
them need to be destroyed manually.

For example, to to retrieve file list from the Google Drive service the following code can be used:

var
I st: TNGFi |l eLi st;
fl: TNGFile;
i: I nt eger;
begin
Ist := NGGDrivel.ListFiles
.Q'trashed=fal se')
. Execut e;
try
for i := 0 to Ist.Files.Hi gh do
begi n
fl :=1st.Files[i];
Menol. Li nes. Add(fl . Nane) ;
end;
finally
| st. Free;
end;
end;

Objects Lifetime

Instances of NGObj ect base class descendants are real Delphi objects, and thus, need to be
destroyed eventually. The data of rest operation request and returned result is organizes as a tree
(JSON is really a tree structure), where high-level object contain child objects directly as values of
object properties or indirectly as a children of children or items of lists and maps. High-level object
always owns all its child objects, and this, child objects should not be destroyed manually. Also, the
user should not use manually created object in more than one place in that data tree, because then,
it will be destroyed more than once; for each object property, which needs to have not null value,
new unique object instance should be created.

Moreover, request data itself is implemented as a Delphi smart-record, and so, the user should never
try to destroy request or any of its child objects manually.

However, rest operation result data is usually an object, which is real Delphi class instance, and so, it
should be destroyed manually, after all required data has been read by the application.
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Service List

Dropbox

TNGDr opBox

Box.NET

TNGBox Net

Google Services

TNGGAbusi veExperi enceReport

TNGGAccel er at edMobi | ePageUr |

TNGGAdExchangeBuyer

TNGGAdExchangeSel | er

TNGGAdExperi enceReport

TNGGAdmM n

TNGGAdsense

TNGGAnal ytics

The Dropbox API allows developers to work with files in
Dropbox, including advanced functionality like full-text search,
thumbnails, and sharing.

https://www.dropbox.com/developers/documentation/http/doc
umentation

The Box API gives you access to a set of secure content
management features for use in your own app, such as file
storage, preview, search, commenting, and metadata. It
strives to be RESTful and is organized around the main
resources from the Box web interface.
https://developer.box.com/v2.0/reference

View Abusive Experience Report data, and get a list of sites
that have a significant number of abusive experiences.
https://developers.google.com/abusive-experience-report/

Retrieves the list of AMP URLs (and equivalent AMP Cache
URLs) for a given list of public URL(S).
https://developers.google.com/amp/cache/

Accesses your bidding-account information, submits creatives
for validation, finds available direct deals, and retrieves
performance reports.
https://developers.google.com/ad-exchange/buyer-rest

Accesses the inventory of Ad Exchange seller users and
generates reports.
https://developers.google.com/ad-exchange/seller-rest/

View Ad Experience Report data, and get a list of sites that
have a significant number of annoying ads.
https://developers.google.com/ad-experience-report/

Fetches reports for the administrators of G Suite customers
about the usage, collaboration, security, and risk for their
users.

https://developers.google.com/admin-sdk/reports/

Accesses AdSense publishers' inventory and generates
performance reports.
https://developers.google.com/adsense/management/

Views and manages your Google Analytics data.
https://developers.google.com/analytics/
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TNGGAnal yti csReporting

TNGGANdr oi dDevi ceProvi si oni ng

TNGGANdroidEnterprise

TNGGANndr oi dManagenent

TNGGAppENgi ne

TNGGAppsActivity

TNGGAppSt at e

TNGGBi gQuery

TNGGBi gQuer yDat aTr ansf er

TNGGBI ogger

TNGGBooks

TNGGCal endar s

TNGGCi vi cl nfo

TNGGCI assroom

TNGGCl oudBi I | i ng

Accesses Analytics report data.
https://developers.google.com/analytics/devguides/reporting/c
ore/v4/

Automates Android zero-touch enrollment for device resellers,
customers, and EMMs.
https://developers.google.com/zero-touch/

Manages the deployment of apps to Android for Work users.
https://developers.google.com/android/work/play/emm-api

The Android Management API provides remote enterprise
management of Android devices and apps.
https://developers.google.com/android/management

The App Engine Admin API enables developers to provision
and manage their App Engine applications.
https://cloud.google.com/appengine/docs/admin-api/

Provides a historical view of activity.
https://developers.google.com/google-apps/activity/

The Google App State API.
https://developers.google.com/games/services/web/api/states

A data platform for customers to create, manage, share and
query data.
https://cloud.google.com/bigquery/

Transfers data from partner SaaS applications to Google
BigQuery on a scheduled, managed basis.
https://cloud.google.com/bigquery/

API for access to the data within Blogger.
https://developers.google.com/blogger/docs/3.0/getting_start
ed

Searches for books and manages your Google Books library.
https://developers.google.com/books/docs/v1/getting_started

Manipulates events and other calendar data.
https://developers.google.com/google-apps/calendar/firstapp

Provides polling places, early vote locations, contest data,
election officials, and government representatives for U.S.
residential addresses.
https://developers.google.com/civic-information

Manages classes, rosters, and invitations in Google Classroom.
https://developers.google.com/classroom/

Allows developers to manage billing for their Google Cloud
Platform projects programmatically.
https://cloud.google.com/billing/
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TNGGCl oudDebugger

TNGGCl oudErr or Reporting

TNGGCI oudFuncti ons

TNGGCI oudl ot

TNGGCl oudResour ceManager

TNGGCI oudShel |

TNGGCI oudTasks

TNGGCI oudTr ace

TNGGCI oudUser Account s

TNGGConput e

TNGGCont ai ner

TNGGCust onmfSear ch

TNGGDat aFl ow

Examines the call stack and variables of a running application
without stopping or slowing it down.
http://cloud.google.com/debugger

Groups and counts similar errors from cloud services and
applications, reports new errors, and provides access to error
groups and their associated errors.
https://cloud.google.com/error-reporting/

API for managing lightweight user-provided functions executed
in response to events.
https://cloud.google.com/functions

Registers and manages IoT (Internet of Things) devices that
connect to the Google Cloud Platform.
https://cloud.google.com/iot

The Google Cloud Resource Manager API provides methods for
creating, reading, and updating project metadata.
https://cloud.google.com/resource-manager

Allows users to start, configure, and connect to interactive
shell sessions running in the cloud.
https://cloud.google.com/shell/docs/

Manages the execution of large numbers of distributed
requests. Cloud Tasks is in Alpha.
https://cloud.google.com/cloud-tasks/

Sends application trace data to Stackdriver Trace for viewing.
Trace data is collected for all App Engine applications by
default. Trace data from other applications can be provided
using this APL

https://cloud.google.com/trace

Creates and manages users and groups for accessing Google
Compute Engine virtual machines.
https://cloud.google.com/compute/docs/access/user-
accounts/api/latest/

Creates and runs virtual machines on Google Cloud Platform.
https://developers.google.com/compute/docs/reference/latest

/

The Google Kubernetes Engine API is used for building and
managing container based applications, powered by the open
source Kubernetes technology.
https://cloud.google.com/container-engine/

Searches over a website or collection of websites
https://developers.google.com/custom-search/v1/using_rest

Manages Google Cloud Dataflow projects on Google Cloud
Platform.
https://cloud.google.com/dataflow
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TNGGDat aPr oc

TNGGDepl oyMent manager

TNGGDf aReporti ng

TNGGDi al ogFl ow

TNGGDi gi t al Asset Li nks

TNGGDI p

TNGGDns

TNGGDoubl eCl i ckBi dManager

TNGGDoubl eCl i ckSear ch

TNGGDr i ve

TNGGFi r eBaseDynam cLi nks

TNGGFi r eBaseRenmot eConfi g

TNGGFi t ness

TNGGFusi onTabl es

Manages Hadoop-based clusters and jobs on Google Cloud
Platform.
https://cloud.google.com/dataproc/

Declares, configures, and deploys complex solutions on Google
Cloud Platform.
https://cloud.google.com/deployment-manager/

Manages your DoubleClick Campaign Manager ad campaigns
and reports.
https://developers.google.com/doubleclick-advertisers/

An end-to-end development suite for conversational interfaces
(e.g., chatbots, voice-powered apps and devices).
https://cloud.google.com/dialogflow-enterprise/

API for discovering relationships between online assets such
as web sites or mobile apps.
https://developers.google.com/digital-asset-links/

The Google Data Loss Prevention API provides methods for
detection of privacy-sensitive fragments in text, images, and
Google Cloud Platform storage repositories.
https://cloud.google.com/dIp/docs/

Configures and serves authoritative DNS records.
https://developers.google.com/cloud-dns

API for viewing and managing your reports in DoubleClick Bid
Manager.
https://developers.google.com/bid-manager/

Reports and modifies your advertising data in DoubleClick
Search (for example, campaigns, ad groups, keywords, and
conversions).
https://developers.google.com/doubleclick-search/

Manages files in Drive including uploading, downloading,
searching, detecting changes, and updating sharing
permissions.

https://developers.google.com/drive/

Programmatically creates and manages Firebase Dynamic
Links.
https://firebase.google.com/docs/dynamic-links/

Firebase Remote Config API allows the 3P clients to manage
Remote Config conditions and parameters for Firebase
applications.
https://firebase.google.com/docs/remote-config/

Stores and accesses user data in the fitness store from apps
on any platform.
https://developers.google.com/fit/rest/

API for working with Fusion Tables data.
https://developers.google.com/fusiontables
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TNGGGanmes

TNGGGamesConfi gurati on

TNGGGanmes Managenment

TNGGGenom cs

TNGGGr oupsM grati on

TNGGGr oupsSettings

TNGGI am

TNGGl denti tyTool Kit

TNGGKgSear ch

TNGGLi censi ng

TNGGLoggi ng

TNGGMai |

TNGGManuf act urers

TNGGM rr or

TNGGWML

TNGGMoni t ori ng

The API for Google Play Game Services.
https://developers.google.com/games/services/

The Publishing API for Google Play Game Services.
https://developers.google.com/games/services

The Management API for Google Play Game Services.
https://developers.google.com/games/services

Upload, process, query, and search Genomics data in the
cloud.
https://cloud.google.com/genomics

Groups Migration Api.
https://developers.google.com/google-apps/groups-migration/

Lets you manage permission levels and related settings of a
group.

https://developers.google.com/google-apps/groups-
settings/get_started

Manages identity and access control for Google Cloud Platform
resources, including the creation of service accounts, which
you can use to authenticate to Google and make API calls.
https://cloud.google.com/iam/

Help the third party sites to implement federated login.
https://developers.google.com/identity-toolkit/v3/

Searches the Google Knowledge Graph for entities.
https://developers.google.com/knowledge-graph/

Views and manages licenses for your domain.
https://developers.google.com/google-apps/licensing/

Writes log entries and manages your Stackdriver Logging
configuration.
https://cloud.google.com/logging/docs/

Access Gmail mailboxes including sending user email.
https://developers.google.com/gmail/api/

Public API for managing Manufacturer Center related data.
https://developers.google.com/manufacturers/

Interacts with Glass users via the timeline.
https://developers.google.com/glass

An API to enable creating and using machine learning models.
https://cloud.google.com/mi/

Manages your Stackdriver Monitoring data and configurations.
Most projects must be associated with a Stackdriver account,
with a few exceptions as noted on the individual method
pages.

https://cloud.google.com/monitoring/api/
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TNGGPageSpeedOnl i ne

TNGGPar t ner s

TNGGPeopl e

TNGGPI ayCust omApp

TNGGPI usDonmi ns

TNGGPol y

TNGGPr edi cti on

TNGGPr oxi m t yBeacon

TNGGPubSub

TNGGRepl i caPool

TNGGRepl i caPool Updat er

TNGGResel | er

TNGGResour ceVi ews

Analyzes the performance of a web page and provides tailored
suggestions to make that page faster.
https://developers.google.com/speed/docs/insights/v2/getting-
started

Searches certified companies and creates contact leads with
them, and also audits the usage of clients.
https://developers.google.com/partners/

Provides access to information about profiles and contacts.
https://developers.google.com/people/

An API to publish custom Android apps.
https://developers.google.com/android/work/play/custom-

app-api

Builds on top of the Google+ platform for Google Apps
Domains.
https://developers.google.com/+/domains/

The Poly API provides read-only access to assets hosted on
https://poly.google.com.
https://developers.google.com/poly/

Lets you access a cloud hosted machine learning service that
makes it easy to build smart apps
https://developers.google.com/prediction/docs/developer-
guide

Registers, manages, indexes, and searches beacons.
https://developers.google.com/beacons/proximity/

Provides reliable, many-to-many, asynchronous messaging
between applications.
https://cloud.google.com/pubsub/docs

[Deprecated. Please use Instance Group Manager in Compute
API] Provides groups of homogenous Compute Engine
instances.
https://developers.google.com/compute/docs/instance-
groups/manager/vlbeta2

[Deprecated. Please use
compute.instanceGroupManagers.update method.
replicapoolupdater API will be disabled after December 30th,
2016] Updates groups of Compute Engine instances.
https://cloud.google.com/compute/docs/instance-
groups/manager/#applying_rolling_updates_using_the_update
r_service

Creates and manages your customers and their subscriptions.
https://developers.google.com/google-apps/reseller/

The Resource View API allows users to create and manage
logical sets of Google Compute Engine instances.
https://developers.google.com/compute/
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TNGGRunt i meConfig

TNGGSaf eBr owsi ng

TNGGScr i pt

TNGGSear chConsol e

TNGGSer vi ceCont r ol

TNGGSer vi ceUser

TNGGSheet s

TNGGSi teVerification

TNGGSI i des

TNGGSour ceRepo

TNGGSpanner

TNGGSpectrum

TNGGSpeech

The Runtime Configurator allows you to dynamically configure
and expose variables through Google Cloud Platform. In
addition, you can also set Watchers and Waiters that will
watch for changes to your data and return based on certain
conditions.
https://cloud.google.com/deployment-manager/runtime-
configurator/

Enables client applications to check web resources (most
commonly URLs) against Google-generated lists of unsafe web
resources.

https://developers.google.com/safe-browsing/

An API for managing and executing Google Apps Script
projects.
https://developers.google.com/apps-script/api/

Provides tools for running validation tests against single URLs
https://developers.google.com/webmaster-tools/search-
console-api/

Google Service Control provides control plane functionality to
managed services, such as logging, monitoring, and status
checks.

https://cloud.google.com/service-control/

Enables services that service consumers want to use on
Google Cloud Platform, lists the available or enabled services,
or disables services that service consumers no longer use.
https://cloud.google.com/service-management/

Reads and writes Google Sheets.
https://developers.google.com/sheets/

Verifies ownership of websites or domains with Google.
https://developers.google.com/site-verification/

An API for creating and editing Google Slides presentations.
https://developers.google.com/slides/

Access source code repositories hosted by Google.
https: //cloud.google.com/source-repositories/docs/apis

Cloud Spanner is a managed, mission-critical, globally
consistent and scalable relational database service.
https://cloud.google.com/spanner/

API for spectrum-management functions.
http://developers.google.com/spectrum

Converts audio to text by applying powerful neural network
models.
https://cloud.google.com/speech/
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TNGGSql Adni n

TNGGSt or age

TNGGSt or ageTr ansf er

TNGGSt r eet Vi ewPubl i sh

TNGGSur veys

TNGGTagManager

TNGGTaskQueue

TNGGTasks

TNGGTest i ng

TNGGTool Resul ts

TNGGTpu

TNGGTr ansl at e

TNGGUr | short ener

TNGGVaul t

TNGGVi si on

Creates and configures Cloud SQL instances, which provide
fully-managed MySQL databases.
https://cloud.google.com/sql/docs/reference/latest

Stores and retrieves potentially large, immutable data objects.
https://developers.google.com/storage/docs/json_api/

Transfers data from external data sources to a Google Cloud
Storage bucket or between Google Cloud Storage buckets.
https://cloud.google.com/storage/transfer

Publishes 360 photos to Google Maps, along with position,
orientation, and connectivity metadata. Apps can offer an
interface for positioning, connecting, and uploading user-
generated Street View images.
https://developers.google.com/streetview/publish/

Creates and conducts surveys, lists the surveys that an
authenticated user owns, and retrieves survey results and
information about specified surveys.

Accesses Tag Manager accounts and containers.
https://developers.google.com/tag-manager/api/v2/

Accesses a Google App Engine Pull Task Queue over REST.
https://developers.google.com/appengine/docs/python/taskqu
eue/rest

Lets you manage your tasks and task lists.
https://developers.google.com/google-apps/tasks/firstapp

Allows developers to run automated tests for their mobile
applications on Google infrastructure.
https://developers.google.com/cloud-test-lab/

Reads and publishes results from Firebase Test Lab.
https://firebase.google.com/docs/test-lab/

TPU API provides customers with access to Google TPU
technology.
https://cloud.google.com/tpu/

The Google Cloud Translation API lets websites and programs
integrate with Google Translate programmatically.
https://code.google.com/apis/language/translate/v2/getting_st
arted.html

Lets you create, inspect, and manage goo.gl short URLs
https://developers.google.com/url-
shortener/vl/getting_started

Archiving and eDiscovery for G Suite.
https://developers.google.com/vault

Integrates Google Vision features, including image labeling,
face, logo, and landmark detection, optical character
recognition (OCR), and detection of explicit content, into
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TNGGWebFont s

TNGGWebnast er s

TNGGYout ube

TNGGYout ubeAnal ytics

TNGGYout ubeReporti ng

applications.
https://cloud.google.com/vision/

Accesses the metadata for all families served by Google Fonts,
providing a list of families currently available (including
available styles and a list of supported script subsets).
https://developers.google.com/fonts/docs/developer_api

View Google Search Console data for your verified sites.
https://developers.google.com/webmaster-tools/

Supports core YouTube features, such as uploading videos,
creating and managing playlists, searching for content, and
much more.

https://developers.google.com/youtube/v3

Retrieves your YouTube Analytics data.
http://developers.google.com/youtube/analytics/

Schedules reporting jobs containing your YouTube Analytics
data and downloads the resulting bulk data reports in the form
of CSV files.
https://developers.google.com/youtube/reporting/vl/reports/
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10

Terms of Use

NG ConnectionPack allows to integrate cloud or remote 3rd party services (like Google, DropBox etc.)
via public APIs made available by those service providers. NG ConnectionPack does not include any
license to use these 3rd party services. To make use of the integration controls you need to register
to these supported services and you're bound to the terms of those service providers. 3rd party
service providers solely decide themselves who is allowed to use the services or which features are
available to you.

This package neither includes any possible fees required to use 3rd party services (please make sure
that you observe usage rules and pricing of the supported services) nor do we guarantee now or in
the future usage or functionality of any of these 3rd party services.

Besides that LMD Innovative is not responsible for the use of NG ConnectionPack controls in your
applications or projects.

Please check terms of 3rd party service providers which can be found at:
Google

https://developers.google.com/terms/
https://www.google.com/policies/terms/

Dropbox

https://www.dropbox.com/developers/reference/tos
https://www.dropbox.com/terms

Box.Net

https://www.box.com/legal/termsofservice
https://www.box.com/pricing/enterprise-license-agreement
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